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Abstract: Mobile App have become an essential part of people's daily lives, but they also brought about security
risks to data privacy. Some Apps share user data with third parties in the background or obtain user data from third
parties to deliver personalized recommendations. Due to the stealthiness of this data sharing channel, it is difficult
to be effectively tracked under the current regulatory system. In response to this issue, an intelligent mining solu-
tion was designed and implemented to automatically detect potential data sharing behaviors between Apps. The de-
tection framework was constructed based on automated testing, which injects user preference data with keywords
by simulating user behavior, and then collects screenshots of personalized recommendation interfaces. Information
extraction and correlation analysis technologies based on Al models were introduced, using optical character recog-
nition models, multimodal visual large models, and large language models to complete the intelligent extraction and
understanding of text information and image content in App screenshots, and to make judgments on the correlation
between keywords and image content descriptions. The injection of user preference data was performed on 30
Apps, resulting in a dataset of 8 700 screenshots, and yielding 1 466 pieces of evidence of data sharing. Among the
30 Apps, 23 were found to provide data to third parties, and 29 were found to receive data from third parties and en-

gage in personalized recommendations. A network structure of App data sharing behavior was constructed, provid-
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ing a new solution for the automated detection of App data sharing behavior.

Key words: mobile application, data sharing detection, privacy protection, automated testing
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